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Analysis Date Wednesday - October 24, 2007

Type of Analysis Differential Report

Scan Date(s) Monday - September 10, 2007

Technical Attention Priority 18%

Security Threats Discovered 136 (Low risk and greater)

Severe Threats Discovered 45

Scanned By EXTERNAL (140.99.20.86, 140.99.20.85)

Target Description
1.2.3.1, 1.2.3.4, 1.2.3.8, 1.2.3.14, 1.2.3.19, 1.2.3.24-1.2.3.26, 1.2.3.34, 1.2.3.44, 1.2.3.56, 1.2.3.59, 1.2.3.63, 1.2.3.67,
1.2.3.75, 1.2.3.112, 1.2.3.137, 1.2.3.139, 1.2.3.169, 1.2.3.177, 1.2.3.189, 1.2.3.192, 1.2.3.215, 1.2.3.234, 1.2.3.237,
1.2.3.247, 1.2.3.249

Overview
This Scanist assessment was performed against a total of
27 hosts. The chart on the right provides details on the
number of threats discovered for each risk classification.
The number of threats found for up to the last 10 scans of
all the hosts in this network are shown below. Drastic
changes indicate that something has impacted the security
posture of these hosts and should be looked into
immediately.
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Vulnerable Hosts
This Scanist analysis scanned 27 total IP addresses. Of those, 27 hosts were found active with outstanding
vulnerabilities or open ports. The following table provides a brief summary about each of these active hosts and their
analysis data.

Scanner: EXTERNAL

Host Ports Urgent Critical High Medium Low Threats

1.2.3.215 5 0 1 3 1 5 10

1.2.3.24 5 0 1 2 1 5 9

1.2.3.177 5 0 1 2 1 5 9

1.2.3.14 3 0 1 2 1 3 7

1.2.3.137 3 0 1 2 1 2 6

1.2.3.44 3 0 1 2 0 3 6

1.2.3.34 5 0 1 1 1 3 6

1.2.3.4 4 0 1 1 1 4 7

1.2.3.247 3 0 1 1 1 3 6

1.2.3.139 2 0 0 3 1 0 4

1.2.3.169 6 0 1 0 0 5 6

1.2.3.234 5 0 0 2 1 4 7

1.2.3.249 6 0 0 1 1 4 6

1.2.3.237 6 0 0 1 0 6 7

1.2.3.56 2 0 0 2 0 2 4

1.2.3.192 4 0 0 1 1 4 6

1.2.3.1 1 0 0 2 0 0 2

1.2.3.189 1 0 0 2 0 0 2

1.2.3.26 2 0 0 1 1 1 3

1.2.3.19 2 0 0 1 0 2 3

1.2.3.25 2 0 0 1 0 2 3

1.2.3.63 2 0 0 1 0 2 3

1.2.3.75 2 0 0 1 0 2 3

1.2.3.59 3 0 0 0 1 3 4

1.2.3.8 3 0 0 0 1 2 3

1.2.3.112 2 0 0 0 0 3 3

1.2.3.67 1 0 0 0 0 1 1
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Threat Differential
This section lists all of the differences in discovered threats for all hosts in this assessment. Differences are derived
based on the results obtained on the date shown. Hosts that were scanned during a previous scan but not during a
later scan are considered dead and will be listed. Similarly, hosts scanned during the latest scan only are considered
new and will be listed as well.

The following hosts are considered new since only scanned during latest scan:

1.2.3.8, 1.2.3.14, 1.2.3.19, 1.2.3.24, 1.2.3.25, 1.2.3.56, 1.2.3.59, 1.2.3.63, 1.2.3.75, 1.2.3.112, 1.2.3.137, 1.2.3.169,
1.2.3.189, 1.2.3.215, 1.2.3.234, 1.2.3.237, 1.2.3.247

Host Scanner This Date Baseline

1.2.3.1 - ip-1.2.3.1.www.scanist.com EXTERNAL Sep 10, 2007 Jul 30, 2007

0 Newly Discovered Threats

4 Threats No Longer Present

10114 - n/a - icmp timestamp request

10185 - 995 - POP Server Detection

11419 - 80 - Office files list

11421 - 25 - smtpscan

Host Scanner This Date Baseline

1.2.3.4 - ip-1.2.3.4.www.scanist.com EXTERNAL Sep 10, 2007 Aug 19, 2007

6 Newly Discovered Threats

10881 - 22 - SSH protocol versions supported

10114 - n/a - icmp timestamp request

11213 - 80 - HTTP TRACE / TRACK Methods

11573 - 53 - SmallFTP traversal

11419 - 80 - Office files list

11421 - 25 - smtpscan

4 Threats No Longer Present

10185 - 995 - POP Server Detection

11618 - n/a - Remote host replies to SYN+FIN

12213 - n/a - TCP sequence number approximation

11414 - 993 - Get the IMAP Banner

Host Scanner This Date Baseline

1.2.3.26 - ip-1.2.3.26.www.scanist.com EXTERNAL Sep 10, 2007 Jul 30, 2007

1 Newly Discovered Threats

10185 - 995 - POP Server Detection
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4 Threats No Longer Present

10595 - 53 - DNS AXFR

10114 - n/a - icmp timestamp request

11573 - 53 - SmallFTP traversal

11419 - 80 - Office files list

Host Scanner This Date Baseline

1.2.3.34 - ip-1.2.3.34.www.scanist.com EXTERNAL Sep 10, 2007 Aug 29, 2007

3 Newly Discovered Threats

10881 - 22 - SSH protocol versions supported

10185 - 995 - POP Server Detection

11573 - 53 - SmallFTP traversal

2 Threats No Longer Present

10114 - n/a - icmp timestamp request

12213 - n/a - TCP sequence number approximation

Host Scanner This Date Baseline

1.2.3.44 - ip-1.2.3.44.www.scanist.com EXTERNAL Sep 10, 2007 Jul 30, 2007

2 Newly Discovered Threats

11573 - 53 - SmallFTP traversal

11414 - 993 - Get the IMAP Banner

2 Threats No Longer Present

10185 - 995 - POP Server Detection

11419 - 80 - Office files list

Host Scanner This Date Baseline

1.2.3.67 - ip-1.2.3.67.www.scanist.com EXTERNAL Sep 10, 2007 Aug 29, 2007

1 Newly Discovered Threats

11414 - 993 - Get the IMAP Banner

2 Threats No Longer Present

10595 - 53 - DNS AXFR

11421 - 25 - smtpscan

Host Scanner This Date Baseline

1.2.3.139 - ip-1.2.3.139.www.scanist.com EXTERNAL Sep 10, 2007 Aug 29, 2007

1 Newly Discovered Threats
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11618 - n/a - Remote host replies to SYN+FIN

4 Threats No Longer Present

10114 - n/a - icmp timestamp request

10185 - 995 - POP Server Detection

11573 - 53 - SmallFTP traversal

11414 - 993 - Get the IMAP Banner

Host Scanner This Date Baseline

1.2.3.177 - ip-1.2.3.177.www.scanist.com EXTERNAL Sep 10, 2007 Aug 19, 2007

5 Newly Discovered Threats

10114 - n/a - icmp timestamp request

11618 - n/a - Remote host replies to SYN+FIN

11414 - 993 - Get the IMAP Banner

11419 - 80 - Office files list

11421 - 587 - smtpscan

0 Threats No Longer Present

Host Scanner This Date Baseline

1.2.3.192 - ip-1.2.3.192.www.scanist.com EXTERNAL Sep 10, 2007 Jul 26, 2007

2 Newly Discovered Threats

11419 - 80 - Office files list

11421 - 587 - smtpscan

4 Threats No Longer Present

10595 - 53 - DNS AXFR

11573 - 53 - SmallFTP traversal

11414 - 993 - Get the IMAP Banner

11421 - 25 - smtpscan

Host Scanner This Date Baseline

1.2.3.249 - ip-1.2.3.249.www.scanist.com EXTERNAL Sep 10, 2007 Jul 30, 2007

4 Newly Discovered Threats

10595 - 53 - DNS AXFR

11213 - 80 - HTTP TRACE / TRACK Methods

11414 - 993 - Get the IMAP Banner

11421 - 587 - smtpscan
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1 Threats No Longer Present

11421 - 25 - smtpscan
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